This paper proposes a modified construction of pseudorandom binary sequences using chaotic maps. The output binary digits are statistically tested with NIST, DIEHARD and ENT packages. The experimental results show that the output streams possess statistically identical properties with "true random" values.
Introduction
Pseudorandom binary sequences using chaotic maps are continually increasing in the last three decades. The need of novel ones is always expanding in the advanced interactive media.
A novel pseudorandom number algorithm based on Logistic map, is proposed in [8] . A novel variable parameters hyperchaotic pseudorandom number generation structure which is composed by homogenized Logistic chaos and unified hyperchaos cascade, is presented in [17] . Two pseudorandom bit generators based on Chebyshev polynomial and Duffing map are presented in [13] . In [10] , pseudorandom bit stream scheme based on the Lorenz attractor and bent Boolean function is provided. A pseudorandom generation scheme constructed from the solutions of two Chebyshev polynomials, filtered by a threshold function, is designed in [11] . Modified Chebyshev map based pseudorandom bit generator is proposed in [5] . Cryptography secure bit generation scheme based on Circle map, is provided in [12] . In [6] , a pseudorandom sequence generator based on two Circle maps and XOR function is designed. The Chen chaotic map is proposed as pseudorandom sequence generator in [3] . Chaos-based pseudorandom bit generator, which uses two Chirikov standard maps filtered by a search-based rule, is proposed in [14] .
The aim of the paper is to present as modified pseudorandom generating scheme based on the Tinkerbell map. The proposed method could be used as a separate element of the information protection systems [7] .
Description of the Chaotic Map
In this paper we use a Tinkerbell map as a main key generation engine. It is recursively defined as [1] :
where a = 0.9, b = −0.6013, c = 2.0 and d = 0.50.
Novel Construction of Pseudorandom Binary
Sequences using the Chaotic Map
Proposed Scheme
The novel construction is a simple modification of [15] . The generator of B. Stoyanov and K. Kordov is based on the following two Tinkerbell maps:
where a = 0.9, b = −0.6013, c = 2.0 and d = 0.50. The algorithm starts with real numbers u 1,0 , v 1,0 , u 2,0 , and v 2,0 . On every iteration, two pseudorandom output bits are computed from v 1,i and v 2,i , respectively, by using the following function:
where abs(x) returns the absolute value of x, integer(x) returns the integer part of x, truncating the value at the decimal point, mod(x, 2) returns the reminder after division. In order to use the four real numbers in the keystream calculation, we propose a modified construction of pseudorandom binary sequence generation by using Eq.(3) twice for two different parameters u 1,i and u 2,i . Then we perform XOR operation between the four post-processing bits s i1 , s i2 , s i3 , and s i4 , to get a single output bit s i .
A software simulation of the novel keystream generator is developed in PHP language, using the following initial values: u 1,0 = −0.134622309652632, v 1,0 = −0.652799703451106, u 2,0 = −0.434155080322762, and v 2,0 = −0.532344590085386.
Key space analysis
The set of all possible initial values creates the key space. The novel algorithm has four secret keys u 1,0 , v 1,0 , u 2,0 , and v 2,0 . , L 1 , and L 2 . As stated in [18] , the computational precision of the 64-bit double-precision number is about 10 −15 . We work with the same precision and the proposed key space is more than 2 199 . The key space is long enough against brute-force search [2] .
Statistical tests
Three software statistical applications to estimate the pseudorandom characteristics of the output stream are used.
The NIST package [9] includes 15 statistical tests. One thousand sequences of 1000000 bits were generated using the proposed algorithm. The results are given in 
Conclusion
We have proposed a construction of pseudorandom binary sequences using chaotic maps. The experimental results show that the output streams possess statistically identical properties with "true random" values.
